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Abstract  

This work is dedicated to the organization of a reliable and secure database in MS SQL Server 2012. The design of an integral database is 
considered using the ER method in the All Fusion ERwin Data Modeler CASE-tool, also considered its implementation in MS SQL Server 
2012 and the protection by transparent data encryption TDE. The logical and physical model of the database with referential integrity for 
a computer studio for assembling and configuring laptops and workstations was designed. While using TDE a hierarchical system of key 
management is set. HP 3PAR 7200 store server with RAID configuration functions is selected as a reliable storage system. 
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1 Introduction 

According to the legislation of the Republic of Kazakhstan, 
computer databases are given the same legal protection as 
property and personal non-property rights. Thus, the right to 
protect undisclosed information from an illegal user is 
provided by the articles 1017-1019 of the Civil Code of the 
Republic of Kazakhstan. Criminal liability for such offences 
comes according to Article 184 of the Criminal Code of the 
Republic of Kazakhstan. High state level of legal 
information security, legal database protection methods 
determine the relevance of developing modern technologies 
for storing and using information. 

Almost all important data for any organization are stored 
in databases, so the designing and development of the 
correct database with reliable and secure storage are still 
actual concerns. Complex data security should be provided. 
At the same time, it is necessary to choose the relevant 
storage system, as well as to solve the issues of 
cryptographic protection of information, which is an 
indispensable means of protecting confidential data in the 
event of the theft of storage media, or unauthorized access 
to data on the storage media. 

There are three levels of data encryption: file system 
level, database level and application level. There is a 
capability of encrypt the entire database as a whole or only 
encrypt specific tables or cells at the database level. Each of 
these levels has its advantages and disadvantages. 

2 Database design 

ER-method was used to design the database, which allows 
you to design a database of any complexity using CASE-
tools. An analysis of the subject area was carried out. 
Computer studio for the assembly and configuration of 
laptops and workstations is very popular among users who 
professionally and carefully approach to the choice of 

technical characteristics of their devices. 
The entities, attributes and relationships were defined 

between them. Logical and physical level ER-diagrams 
were built in the All Fusion ERwin Data Modeler CASE-
tool and communications between entities were installed 
through primary and foreign keys that support the referential 
integrity of the data. The tables are normalized in 
accordance with the requirements of the standard for the 
design of relational databases [1]. 

The developed ER-model includes the following entities: 
Orders, Assemblies, Disks, Processors, Graphic adapter 
(GPU), Memory, PSUs, Motherboards, Sellers. 

The designed database is physically implemented in 
Microsoft SQL Server 2012. The database konfig_comp was 
created, where the encryption functions are disabled by default. 

3 Database encryption and storage system 

Transparent Data Encryption (TDE) was used for 
cryptographic protection of data in the event of the theft of 
storage media and unauthorized access to storage media. 
TDE allows SQL Server to perform real-time encryption. 
All data is encrypted while writing a database to disk leaving 
the data protected during storage period of time. All data is 
decrypted again while reading process in progress. The 
advantage is that transparent encryption does not require 
user application changes and does not increase the size of 
encrypted data. Enabling TDE entails nullifying a pre-
existing log and creating a new virtual transaction log, 
which provides a better degree of database protection [2]. 

TDE uses a hierarchical key structure, which increases 
the cryptographic strength of this system. Based on the 
master key of the service (created during the installation of 
SQL Server) the main key of the database was created. And 
with the use of the main key, a certificate was created. Then, 
a database encryption key was created, encrypted with this 
certificate, and TDE was enabled. It is suggested to check 
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TDE availability and parameters using system tables of the 
system database master: sys.databases, sys.certificates, 
sys.dm_database_encryption_keys because encryption is 
transparent for users. 

SQL Server encrypts the keys of each level with a 
superior key or certificate. If you get the key of the highest 
level (the main key of the SQL Server SMK service), you 
will get all the data in an unencrypted form. SMK is 
protected by the operating system using the Windows Data 
Protection API (DPAPI). The location of the DPAPI keys 
can be found in the system catalog which exposure can 
follow the hack of the encryption system. 

Extended key management was implemented using the 
sp_configure stored procedure for a more reliable and secure 
approach to key management. 

As a storage system (storage), the choice was made in 
favor of HP 3PAR 7200 due to some advantages. HP 
StoreServ 7200 model is the most affordable in the line and 
represents a convenient, effective and reliable solution in the 
middle price segment. HP 3PAR 7200 has the functions of 
configuring RAID arrays. The key features of the device is a 
pair of controllers, each of which is equipped with a special 

processor ASIC Gen4, which provides a unique high-speed 
system. Despite of this model is the youngest in the line of HP 
3PAR StoreServ systems, it supports almost all the 
functionality implemented in older devices. The HP 3PAR 
StoreServ 7000 is the best solution, reducing 90% of the time 
required for control and 50% of the capacity requirements. 

The key difference of HP StoreServ 7200 from more 
expensive solutions, for example 7400, 10400, 10800 is the 
limitation of the scalability of controllers and disks 

4 Conclusion 

There are different approaches to database encryption. It is 
necessary to consider all the advantages and disadvantages 
of a particular technology before implementing database 
encryption and depending on the requirements for the 
protecting data in the database, choose the solution that will 
optimize resources and provide reliable storage. 
Comprehensive approach to building protection plays an 
important role in implementing encryption, i.e. it is 
necessary to consider other means of protection: access 
control, hiding data transfer channels, key management etc. 
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