
The 16th INTERNATIONAL SCIENTIFIC CONFERENCE 
INFORMATION TECHNOLOGIES AND MANAGEMENT 2018 
April 26-27, 2018, ISMA University, Riga, Latvia Adilbekkyzy S, Aitkhozhayeva E, Tynymbayev S 

97 
CM38 Computer modelling and information technologies 

Analysis of devices structures for modular reduction 
S Adilbekkyzy1*, E Aitkhozhayeva1, S Tynymbayev2 

1Satbayev University, Satbayev Str. 22, Almaty, Kazakhstan 
2Institute of Information and Computational Technologies, Pushkin Str.125, Almaty, Kazakhstan 

*Corresponding author’s e-mail: sairan.02.95@mail.ru 

 
Abstract 

In spite of the high security of asymmetric cryptosystems, their application is limited in connection the low performance compared to 
symmetric cryptosystems. Hardware implementation of asymmetric cryptosystems allows to increase their speed. Modular reduction is the 
most critical basic operation that slows down the speed of asymmetric crypto algorithms. Three types of device structures for modular 
reduction are analyzed in terms of hardware and time costs. To increase the speed for implementation of modular reduction in RSA 
cryptographic processors it is proposed to use matrix and pipelined structures which are characterized by a higher speed.  
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1 Introduction 

Wide application of asymmetric cryptosystems with potential 
security in comparison with symmetric cryptosystems is 
constrained by their low speed, since encryption and 
decryption procedures use complex and cumbersome 
mathematical calculations on very large numbers. 

Hardware encryption has a number of significant 
advantages over software encryption, one of which is high-
speed performance [1]. The hardware implementation of 
cryptoalgorithm guarantees its integrity, encryption and 
storage of keys is performed in the encoder board itself 
rather than in the computer's RAM. Thus, the security of the 
implementation of the algorithm is ensured, which is also an 
important advantage.  

In practical asymmetric cryptography, the world 
standard is the RSA algorithm, which is based on the 
decomposition of large numbers into prime factors, which is 
an irreversible transformation. The complexity of the 
factorization of large integers determines its good 
cryptostrength. However, the fastest RSA cryptoprocessor 
performs encryption and decryption operations 
approximately 1000 times slower than the DES crypto 
processor (symmetric cryptoalgorithm). 

2 Devices structures for modular reduction 

In RSAalgorithm, modular exponentiation of numbers 
modulo P (axmodp) is used, which is realized through 
multiplication, squaring and modular reduction. 
Acceleration of these operations will allow the development 
of a high-speed RSA crypto processor. Acceleration of these 
operations will allow to design a high-speed RSA 
cryptoprocessor. The most time-critical base operation 
when implementing the RSA algorithm is modular 
reduction (obtaining the remainder from dividing the 
number by the module P), which is repeated many times. In 
this paper, three methods for formation of the remaindersby 

an arbitrary module P were investigated. 
In the first method multiple modules P*i (i=1,3…k) are 

formed in different blocks, then they are subtracted from the 
reduced number A by using K adders simultaneously (in 
parallel) [2]. The least positive remainder Ci=A-P*i is the 
result. This method of forming remainders is characterized 
by large hardware costs - for large ratios of the reducible 
number A and the module P, the complexity of the circuit 
increases sharply. This method is acceptable for hardware 
costs only for small values of A and P, while in the RSA 
algorithm very large numbers are used. The second method 
is based on the sequential formation of the remainders (ri) of 
the bit weights of the binary number (2i) from division by 
the module P with further adding modulo P of those 
remainders for which the coefficients Ai of the 
corresponding weights are equal to one. It is implemented 
by the formula: . 

In [3], the former circuit of the remainder by an arbitrary 
module is presented, which consists of K-1 partial 
remainders formers (PRF), K-1 modulo adders (MAdd), K-
1 logic circuits AND, as well as registers of numbers A and 
P. The time for modular reduction of the number A in this 
circuit is mainly determined by the delay time of the signals 
on the K-1 adder modulo P. 

The third method for modular reduction of number uses 
the principle of a machine algorithm for binary division with 
a shift of remainders to left. The module P is consistently 
subtracted, starting with the most significant bits of the 
number A. To calculate the next partial remainder, the 
previous remainder is shifted to the left by one bit and the 
next bit of the number A is appended to the less significant 
bit of the partial remainder. From the received number the 
module is subtracted. Partial remainder is formed in the 
partial remainders formers PRF. The aggregate of all the 
formers of partial remainders forms a matrix circuit for 
modular reduction of the number A modulo P [4].  
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Matrix devices have a very important performance 
potential - the possibility of pipelining. Matrix devices have 
a very important potential for increasing performance- the 
possibility of pipelining. When pipelining, the whole 
process is divided into a sequence of completed steps. Each 
of the stages of the division procedure is performed at its 
stage pipeline, with all stages running in parallel. On the 
basis of the matrix circuit of modular reduction, it is possible 
to construct a pipelined device for formation of the 
remaindersby arbitrary module P of the number A. The 
pipeline consists of stages, each of which contains the partial 
remainder former PRFand the buffer register BR. 

The results calculated at the i-th stage on the partial 
remainder former PRFi are transferred for further processing to 
the (i + 1) stage of the pipeline through the buffer register BRi.  

Synchronization of the pipeline work is provided by 
clock pulses (CP), the period of which is determined by the 
time of formation of the partial remainder in the PRF and 

the delay in the triggers of the buffer register. In the pipeline 
device of modular reduction with K stages, the input data 
can be fed to the input with a frequency in K times larger 
than in the case of a conventional dividing device. With the 
same frequency, the result appears at the output of the device. 

3 Conclusion 

The investigated circuits have optimal hardware costs, but 
the speed of these devices is not high enough to perform the 
operations of asymmetric algorithms.Acceleration of the 
formation of the remainder by an arbitrary modulus can be 
achieved by modifying the circuit of the third method of 
forming the remainders, using the remainders shift not one 
but two bits to the left.At the same time, the structure of the 
PRF will be complex, but the process of remainder 
formation is accelerated twice. 
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