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Abstract  

Article considered virtualization technologies, their types, advantages and disadvantages. Attention to specific risks and information 
security threats in case of virtualization platforms is paid. The main risks of virtualization platforms are defined. Potential internal 
vulnerabilities of virtualization platforms can be revealed only by testing for penetration which user-friendly and available instrument for 
implementation is specialized by Kali Linux OS. The attacks to the virtual machines with use of the Kali Linux tools were organized. As 
a result of experiments is Kali Linux allows revealing and analyzing vulnerabilities at the channel, network and transport levels. For 
detection of problems at the level of applications that is urgent for virtualization of platforms, it is necessary to use commercial products 
of ethic hacking in addition. 
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1 Introduction 

At present, in the digital age, when the introduction of 
advanced technologies is widespread, which in turn exerts a 
significant influence and affects all spheres of human 
activity, special attention is paid to the direction of 
information security. 

To date, there is a clear tendency of a sharp shortage of 
qualified specialists in the field of information security, and 
often in organizations the functional responsibilities of this 
direction are assigned to specialists who are not always 
competent in security matters. 

To exclude a number of negative factors and raise the 
level of information security, this article will provide an 
interesting solution that will not only expand the range of 
knowledge of young professionals, but also provide an 
opportunity to check the degree of protection of their data. 

2 Practical research 

The practical part of the study is based on the use of special 
virtualization software VMware Workstation, which 
provides the ability to install one or more virtual machines 
on a single physical computer and run in parallel with it [1]. 

By means of VMware Workstation we will prepare two 
virtual machines, one of which will perform the role of the 
researched one, and the other functions of the attacker. 
Embedded operating systems are Windows 7 and Kali 
Linux 2017. 

It should be noted that Kali Linux is not a regular user 
operating system, but a special distribution designed for 
experts in the field of information security, the main purpose 
of which is testing for penetration and security auditing [2]. 

In Kali Linux, a lot of tools that can implement a wide 
range of tasks in the field of information security, while for 
the convenience of the user they are grouped into sections 
that are represented in Figure 1 [3]. 

 
FIGURE 1 Sections in Kali Linux 

The next step in the practical part is to work with the 
Ettcercap tool, which you need to run on a virtual machine 
that acts as an attacker. As a network interface, you need to 
select eth0, this will allow you to purposefully obtain data 
about the machine under investigation for further 
manipulation. The process of working with Ettcercap is 
presented in Figure 2. 

 
FIGURE 2 The process of working with Ettcercap 

The final step in Ettcercap is to configure the remote 
connection, after which the scan process starts directly 
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3 Auxiliary tool of data interception 

As an auxiliary tool, WireShark is considered, on which it is 
necessary to activate the traffic analysis of the examined 
machine, with the network interface corresponding to 
Ettcercap. As a result, as soon as the user of the examined 
machine uses a vulnerable resource, the attacking machine 
will intercept the data. The process of working with 
WireShark is presented in Figure 3. An example of work on 
the machine under study is shown in Figure 4. 

 
FIGURE 3 The process of working with WireShark 

 
FIGURE 4 Work on the machine under study 

As a result of the analysis of the intercepted data, a login 
and password were discovered that were publicly available 
and in the event that an attacker worked, they could be used 
for mercenary purposes. The result of the data analysis is 
shown in Figure 5. 

 
FIGURE 5 Result of data analysis 

4 Decision 

As a solution to this problem, it is recommended to ignore 
questionable resources and use only protected ones that 
support modern security technologies. 

5 Conclusion 

In conclusion, I would like to note that the most interesting 
for criminals is this kind of data, which provides an 
opportunity not only to gain access to personal data, but also 
to implement more ambitious plans, which can lead to 
serious consequences and cause irreparable damage. 
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