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Abstract 

This paper presents the general characteristics of expert systems for processing of data analysis and secure information systems using 
vulnerability scanners and Big Data technologies. The work of vulnerability scanners is usually based on OWASP security standard 
recommendations that insist on the processing of various vulnerabilities and attacks. The number of queries to web-sites used by 
vulnerability scanners during the checking process may increase very rapidly and reach the size of Big Data. Thus, the consideration of 
Big data analysis becomes actual in this case.  
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1 Introduction 

Big Data Processing is a challenge not only for the units 

working directly with clients, but also for the information 

security departments. Over the past ten years the demand for 

more reliable protection system led to the need to collect and 

analyze all the big context data about events and security 

threats. Below are statistics from the report «Information 

Security Is Becoming a Big Data Analytics Problem», 

published by Gartner March 23, 2012:  
• The amount of data analyzed in enterprise information 

security units annually to double until 2016.  
• By 2016, 40 percent of companies in order to gather 

information about security threats will actively 
analyze at least 10 terabytes of data. In 2011, these 
companies were less than 3 percent. 

In the area of information security management there are 

some special issues regarding the using Big Data in the 

processing of Internet queries. For providing the good level 

of information security any system may be checked by using 

vulnerability scanners that generate a lot of queries. 

2 Vulnerability scanner 

Vulnerability scanners is hardware or software serving for 

the diagnosis and monitoring of networked computers that 

allows you to scan network computers and applications to 

detect potential problems in the security system, to assess 

and address vulnerabilities. 
Vulnerability scanners allow you to check a variety of 

applications in the system for the presence of "holes" that 
can be exploited. Also, low-level tools can be used, such as 
a port scanner, to identify and analyze possible applications 
and protocols running on the system. 

In consideration of checking the security level of any 
system vulnerability scanners gives log data about 
vulnerability and mistakes found. Manual processing of log 
data requires a huge amount of time, and hence it can be a 
tedious task. Since Volume, Velocity and Variety are being 
dealt in our case. 

3 Using of Hadoop platform and MapReduce 
Technology 

Big Data technology often implies the using of Hadoop [1] 

platform. Hadoop is a complex system consisting of a large 

number of components. Install and configure a system on 

their own - a very difficult task. Therefore, many companies 

now offer ready the Hadoop distributions, including the 

deployment tools, administration and monitoring. 
Hadoop platform is usually distributed as a commercial 

(products from companies such as Intel, IBM, EMC, 
Oracle), and under free (Cloudera company products, 
Hortonworks and MapR) licenses [2]. 

We consider the using of Hadoop platform together with 
MapReduce technology by the reason that data processing 
is performed by using Hadoop MapReduce technology [3]. 
According to this technology a huge amount of information 
is divided into parts, and the processing of each of these 
parts are entrusted to a separate server. Typically, the data is 
processed on the same servers where they are stored, which 
allows for faster processing and avoid unnecessary data 
movement between servers. The results are then combined 
into a single unit. 

MapReduce architecture (Figure 1) is built on the 
principle of master - workers. As the main acts  

JobTracker server, distributing tasks subordinate nodes 
in the cluster and controls their implementation.  
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FIGURE 1 Architecture of MapReduce 

MapReduce algorithm is used to process the data 
received from the Scanner vulnerability expert system.   

Processing data is divided into the following stages: 
1. Run the application: the transfer of the application 

code to the main (master) and slave units (workers); 
2. Master assigns specific tasks (Map or Reduce) and 

distributes the input of the data on the compute nodes 
(workers); 

3. Map-designated nodes read their input and start their 
processing; 

4. Map-nodes locally store the intermediate results: each 

node stores the result in the local drives; 
5. Reduce-nodes intermediate data read from the Map-

Reduce nodes and perform data processing; 
6. Reduce-sites store the final results in the output files, 

usually in HDFS [4]. 

5 Conclusion 

By implementing the current technologies (IT security, Big 
Data, expert systems) within organization, there results a 
proper environment for analysis and development. 
Combining conceptual models of Big Data and IT expert 
systems [5 - 9] and worthless-considered data analysis. 
Looking ahead, Big Data have become one of the most 
discussed topics in recent years, and information systems 
analysis is an important factor in shaping business decision 
making systems. 
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