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Abstract 

Company “Skynet” is one of the top universal banks in Latvia and provides its customers, both legal entities and private individuals, with 
competitive financial solutions as well as high quality services within its extensive branch network. One of main products of universal 
bank is payment cards. Processes of issuing and acquiring payment cards are very complex and require well managed information systems 
to organize them. This work analyzes payment card data management system “Internal Card Office”, its functions and role in company’s 
everyday processes, modernization options and tools. 
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1 Introduction 

Payment card industry is growing every day. More and more 
purchases are paid by payment card. Therefore, banks and 
involved companies have to take care about large amount of 
transactions (Figure 1) [1]. 

 
FIGURE 1 Card payments (volume – millions)  

Some of processes are performed manually, e.g. 
investigation of errors and reclamations, and it is important 
to have information systems that provide needed 
functionality and information in comfortable way for 
company to perform its operations as effective as possible. 

Internal Card Office system is an in-house solution to 
provide employees easier access to information about 
payment cards of clients. It helps employees to perform 
daily actions in quick and easy manner as system collects 
data from different sources and displays them in one web 
interface. Also it provides several database manipulation 
options which otherwise would be available only with direct 
access to database, for example, blocking and unblocking of 
payment cards. System allows company to provide better 
services for clients - when card search and blocking 
processes are simplified, client is served with quicker 

response on his requests and questions, so he can feel that 
his time and safety is a value for the company. Internal Card 
Office was developed in 1999 and therefore some of its 
functions are not effective or even needed anymore, but 
there is need for new functions. 

Another important reason to review update of Internal 
Card Office is company's wish to be compliant with 
Payment Card Industry Data Security Standards (PCI DSS) 
and Payment Application Data Security Standard (PA DSS). 
The possible breach or theft of cardholder data affects the 
entire payment card ecosystem. Customers can lose trust in 
merchants or financial institutions, their credit can be 
negatively affected. Merchants and financial institutions can 
lose credibility (and in turn, business), they are also subject 
to numerous financial liabilities. 

2 Overview 

There are several options of dealing with outdated 
information systems. Company can search for entirely new 
solution in the market, update the system, rework it or even 
consider options about giving up the system at all. 

As Internal Card Office was developed for internal 
needs and is working in synergy with other in-house 
solutions, it is close to impossible to find fitting product in 
the market without redesigning the architecture of other 
systems in company. Most of solutions that are available in 
market offer needed functionality, but it is often spread 
between several modules of information systems. In this 
kind of option there would be need to change business and 
operation flows in company, because, either each involved 
employee should have access to all needed modules of 
systems, to perform all functions, either business process 
flows should be designed so, that different functions are 
performed by different users and/or units. Also new 
information system in company will require training of 
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users. “Skynet” has more than 800 employees so trainings 
can be very time and money consuming. 

3 Decision 

To avoid risks and solve possible issues caused by Internal 
Card Office being an outdated system, it will be modernized 
by using internal IT resources. System is written mainly in 
C which generates HTML pages. It uses MySQL database 
and Apache web server. Some functions which were 
developed later are created in PHP. Modernization includes: 

 Revision of unneeded functions, development of 
new ones 

 Modifications to make sure system is compliant with 
PCI DSS and PA DSS 

 Redesign of WEB interface 
 Creation of documentation for users and 

administrators 

4 Conclusions 

Information systems should serve company’s needs not 
otherwise. So modernization of Internal Card Office is 
necessary to provide better user experience and information 
security. 
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