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ABSTRACT  

 

Web- sites are a powerful tool that allows commercial, governmental and public organizations, as well as 

citizens to share information and conduct business on the Internet. For the same reason they are 

continually being targeted by hackers. 

In this article, we will discuss the most common methods of protection that organizations can adopt to 

prevent attacks on their servers or mitigation. Web servers may also face indirect attacks to gain 

information from their users. In these attacks, the user is persuaded or automatically directed to visit a 

malicious Web site that appears to be legitimate. The identifying information that is harvested may be 

used to access the Web site itself or form the basis for identity theft. Successful attacks can compromise 

confidential Web site resources or harm an organization’s image. These indirect attacks occur in two 

forms: 

 Phishing, where attackers use social engineering to trick users into logging into a fake site 

 Pharming, where Domain Name System (DNS) servers or users’ host files are compromised to 

redirect users to a malicious site in place of the legitimate site.
 [1]
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1 GENERAL 

 

Most incidents only cause annoyance or inconvenience; it does not mean that a hacker cannot cause 

serious harm to the company. Therefore, each organization must take steps to ensure the safety of their 

resources, while assessing the level of risk and expense. In other words, each organization is required to 

compare potential losses to the benefits that provide the ability to access the Internet. In the context of 

limited financial resources necessary to invest in the protection of the most vulnerable places of the 

network [2]. 

 

2 CONCLUSION  

 

Level of security software can be evaluated firstly by analysing previously committed attacks on servers 

that were set to the same (or similar) software. Number of attacks shows how stable the software to them. 

In addition, the reliability of the software directly depends on its quality. Improper software does not 

account for all security requirements and have therefore not reliable  Second, some companies specialize 

in creating security systems tend to exaggerate the capabilities of their products ( in terms of lack of 

vulnerabilities ) , so when designing a security of its servers , users must take this into account . Third, to 

assess the level of security software can be achieved by testing it for vulnerabilities. 
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