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ABSTRACT  

 

This paper presents the results of the deploying of digital identity management system based on open 

source software in the national research and education network of Kazakhstan.  
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1 GENERAL  

 

Management of personal data or digital identity information technology uses real-world identities 

mapping to electronic identity and ensure the appropriate use of information systems. This becomes 

particularly important in connection with the ever-increasing importance of ICT in many aspects of life. 

Using the identity management system (Identity Management) gives potential for self-organization, 

which facilitates many important processes that are important for organizations. Unified management 

system organizes digital identities protected control user access to various resources and data in 

accordance with their ever-changing needs. Using IdM enables control throughout the operating cycle of 

the user. As a result, it allows you to get real benefits: simplified administration, increased security, 

accelerating return on investment (ROI), cost reduction. 

In this paper, we present the implementation of IdM in research and education network in Kazakhstan 

– KazRENA, which has been used so-called federated identity management system. In a federated 

identity management model various tasks associated with certain operations on the identity, distributed 

among the participants of this operation. This model is based on the assumption that the distribution of 

tasks between the parties can provide users with convenience and privacy, and applications - efficiency. 

 

2 CONCLUSION  

 

In KazRENA network, the following approach was realized – the customer database of various online 

services was created using hierarchical directory LDAP, used authentication protocol is RADIUS. In the 

concrete implementation open source software solutions were applied – OpenLDAP and FreeRADIUS. 

One important application of the KazRENA’s IdM system is that Kazakhstan universities now can 

connect to the international network of educational roaming - Eduroam. 
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