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ABSTRACT  
 

The article analyses the legal aspects of information security as a component of national security of 

Ukraine. The structure of legal acts aimed at ensuring information security. 
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1 GENERAL  

 

Information security of Ukraine, its national security interests in the information sector implies the 

priority of legal regulation of relations development in the sphere of combating threats to those interests 

and organize the relevant law-making process. Firstly, this is due to the fact that under the rule of law and 

civil society activities of public authorities, which are primarily responsible for national security, that 

should be governed by certain legal standards that ensure the constitutional rights and freedoms of 

citizens. Law-making in this area focused on the statutory purposes of countering threats to national 

security of Ukraine, the means and methods of achieving them, providing a conciliatory policy 

authorities. Secondly, Ukraine's integration into the international community significantly expands the 

possibilities for consolidation of information security through participation in the development of 

international law, the establishment of an international system of information security field as the world at 

large, and each state. Thirdly, the implementation guarantees the rights and freedoms of citizens, the 

protection of national interests of Ukraine provides for substantial strengthening the role of the state in the 

regulation of the social relations, the presence of an open and clear policy in this area. 

In this regard, recent government agencies and researchers pay much attention to discussing the 

improvement of the legal issues of information security of Ukraine. This legal provision creates a set of 

legal regulation of information security and the process of formation of the system. The law is the basis of 

information security and determine the effectiveness of the state, society and individual citizens in 

protection of the national interests of Ukraine in the sphere of information. Within this, framework 

includes regulations and international agreements of Ukraine, laws of Ukraine, acts of the President of 

Ukraine, government regulations, regulations of public authorities, and governing relations in this area. 

It should be noted that the requirements of information security should naturally be included in all 

levels of law, including constitutional law and basic common laws, laws of the State management, special 

laws, departmental acts like. Here is a structure of acts aimed at ensuring information security. The first 

unit - constitutional law. Provisions relating to issues of information, information security, etc., are 

included in it as an element. The second unit - general laws, codes (of property, natural resources, the 

land, the rights of citizens and citizenship, tax, the anti-monopoly activities, etc.) that include standards 

for information security. The third is the organization management, dealing with specific economic 

structure, economic systems, government bodies and determining their status. They include some 

provisions to ensure information security. Along with the general issue of information security and 
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information security specific authority, these rules should establish its responsibilities in forming, 

updating of information security representing national interests. 

The fourth - the special laws that regulate specific areas of relationship, industry sector processes. 

These includes the Law of Ukraine "About Information" and others. From the composition and content of 

this block legislation creates specific legislation as the legal basis for information security. The fifth - 

subordinate legislation to ensure information security. Sixth block - Ukraine legislation containing 

provisions on responsibility for offenses in the field of information security. Special legislation in the 

field of information security activities (information security) can be represented by a set of laws. Their 

composition is occupied by the basic law "About Information", which forms the basis of the legal 

definition of all major components of information operations and special laws "About Information", 

"About information security" concept of information security of Ukraine, laws that ensure information 

security in specific spheres of the individual, society and state public policy in areas of information 

security: political, economic, defence, public security and order, social, humanitarian, scientific, 

technological, environmental, information. It should also be noted that the Law of Ukraine "About 

National Security of Ukraine" identifies nine areas of national security: foreign policy , national security, 

economic, social and humanitarian, military and security of the state border of Ukraine, political, 

environmental, scientific, technological and informational. Thus, information security is a part of national 

security. 

The lack of legal regulation of the legal framework for legal information complicates the occurrence 

of qualitative changes in the field of public relations. At present, due to the lack of related, well-

developed measures and theoretical developments to ensure information security are a number of 

obstacles to the full realization of their duty to the state of information security, which in turn is an 

essential integral part of national security. Only the implementation of evidence-based public information 

policy can create an effective system for combating illegal in this area. 

 

2 CONCLUSION  

 

Thus, there is an urgent need to develop a single integrated system - a statute that would ensure the 

creation of a unified strategy for implementation of the state policy in the field of information security, 

development of organizational and legal mechanisms to ensure information security, the definition of the 

legal status of the subjects of information relations, establishing their responsibility for compliance with 

national legislation in this area, creating a training system that is used in the field of information security. 
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