
 

 

 

 

 

 

 

 

 

The 12th INTERNATIONAL CONFERENCE INFORMATION TECHNOLOGIES AND MANAGEMENT 2014  

April 16-17, 2014, Information Systems Management Institute, Riga, Latvia 

143 
CM87 Computer Modelling and Information Technologies 

ELECTRONIC DIGITAL SIGNATURE FOR MOBILE DEVICES  
 

S MUKASHEV 
 

International IT University, Almaty, Kazakhstan 

 

ABSTRACT  

 

The development of electronic signature in mobile devices is an essential issue for the advance and 

expansion of the mobile electronic commerce since it provides security and trust in the system. E-

signatures provide security for the transactions with authenticity and integrity characteristics that make 

non-repudiation of the transactions possible.  

In recent years, different technologies and infrastructures have been developed with the aim of 

implementing mobile signature processes. Some are based on the SIM card. Others work over the 

middleware of the mobile device and cryptographic providers. In this case I will try to analyse most of 

them and choose the most suitable for our electronic government. 
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1 GENERAL  

 

The main goal of this study is to analyse given solutions of electronic signature for mobile devices and try 

to fit it on our model of electronic government.  

Nowadays, the use of mobile handsets is widespread. In fact, according to some information provided 

by operators or organizations such as the ITU, mobile handsets have reached a significant penetration rate 

in many countries such as Luxemburg (164%), Italy (128%), Hong Kong (117%), Spain (109%), Chile 

(74%), Argentina (64%), and so on. Kazakhstan is dynamically developing country, so most of available 

services has been redesigned for electronic service, but only for personal computers. Model of signing 

document is given on the picture 1. 

FIGURE 1 
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Algorithms used for signing documents in Kazakhstan are RSA and ГОСТ Р 34.10-2012. Most 

popular mobile operation systems are Android and iOS. 

 

2 CONCLUSION  

 

Electronic signature is essential to provide non-repudiation services, which make secure e-government 

possible. At the moment, the use of e-signature in e-commerce solutions is a mature and broadly extended 

technology. However, when we move this e-government to the mobile world, the m-government, we 

discover that the provision of this technology is not mature enough, despite the fact that this technology 

does not only suppose important benefits for the users and application providers, but also, it could 

represent important revenues to operation system of mobile devices.  

As I discovered adopting system of ES to Android is more realistic than iOS. Even so, there is one 

solution for iOS given by viafirma. 
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