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ABSTRACT 

 

Information security is one of the most important aspects of cloud computing. The importance of 

information security issues are two main reasons: 

 the value of the accumulated information resources; 

 critical dependence on information technology. 

Destruction of important information, theft of confidential data, outage due to failure - all of this 

resulting in large financial losses, damages the reputation of the organization. Problems of control 

systems or medical systems threaten the health and lives of people. 

Modern information systems are complex and therefore dangerous in themselves, even without 

malicious activity. Constantly found new vulnerabilities in software.  

 

1 GENERAL  

 

The relevance of this work is determined by the fact that at the moment almost every computer users in 

their work face with cloud computing. Clouds, in terms of information security have a few problems 

which caused by the following factors:  

 poorly designed safety standards  

 lack of a detailed analysis of statistics on incidents  

 failure to use existing methods of protecting IT infrastructure.  

From the perspective of risk for customer, the lowest risks are in the case of public clouds, because a 

safety issues are solved by separate organization, which organized the cloud.  

More controlled approach, when the infrastructure is rented as a service. In this case, the client has the 

opportunity to implement these services, but also the risks in this case are large enough, since the client 

has to take care of the security of the entire infrastructure. 

In the security field organization cloud Cloud Security Alliance (CSA) published its 

recommendations: 

1. Data safety. The best way to protect data in the store - the use of encryption. 

2. Protect data in transit. The transmitted data should be encrypted and only accessible after the 

user authentication. 

3. Authentication. The most common method of authentication is password protection. However, 

some providers to provide higher reliability, resort to means such as certificates and tokens. 

4. User isolation. The best option when each of the customer uses the individual virtual machine 

and virtual network. Separation between virtual machines and users, provides a hypervisor. 

5. Legal and regulatory matters. Providers are required to follow strict rules and stick to a single 

strategy in the legal sphere. This applies to security of user data, their exports, compliance, audit, security, 

and delete data, and disclosure. [1] 
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2 CONCLUSION  

 

Despite the potential additional risks in the last years, interest in cloud services in Kazakhstan is growing 

rapidly. This is facilitated by basic two factors: convenience and benefit. 

Companies do not have to spend huge amounts of money to create their own data centres, for payment 

of the license software on the contents of qualified personnel. You just can precede all IT processes. 
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