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Abstract 

The author examines the global challenges and threats to human security that exist in the modern world and have a negative effect on human 
development. The main sources of threats to human security are investigated. It is determined that the basis of their occurrence is the factor of 
interaction of the physical system with the living and social ones, as well as the man with the biological sphere. The author describes such 
types of threats to human security as the COVID-19 pandemic, famine, poverty, climate change, digital technology risks, violent conflicts, 
confrontations, wars. It is pointed out that every sovereign country, regional and international alliances need to strengthen the security 
component of human protection in terms of its protection based on progressive partnership and security dialogues between all stakeholders: 
states, international organizations, business sector, civil society organizations, academics globally. Because of Russia’s unjustified aggressive 
war against Ukraine, there is a need to form a new world security system to ensure peace and protect people in the future. 
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Introduction 

The modern world is full of many dangers and threats of 
various kinds that accompany people throughout their lives. 
Man-made disasters, natural disasters, epidemics, poverty, 
violent conflicts, wars cause significant economic 
downturns, destroy economic goals, worsen human 
standards of living, increase threats and dangers to their 
lives and health, encouraging people to new migrations in 
search of safer places to live and work. Everything that 
endangers human existence is a threat to its security.  

The term of human security is widely used today in the 
context of global development, because the more 
globalized the world is, the more threats and dangers 
accompany a person, hinder the development and 
realization of his/her potential.  

The 1994 Human Development Report defined human 
security as freedom from fear and freedom from want. In a 
2012 UN resolution, the term was interpreted as “the right 
of people to live in freedom and dignity, free from poverty 
and despair” and another component was added to the 
previous two – freedom from humiliation. In 2022 Special 
Report on Human Security “New Threats to Human 
Security in the Anthropocene: Demanding Greater 
Solidarity” a new approach to human security links security 
with development and protection, with the empowerment 
of individuals and societies [1].  

Throughout life, a person may encounter many dangers 
that can be a threat to his/her existence (survival), well-
being and dignity. The sources of these threats can be 
physical, living (biological sphere) and social systems (Fig. 
1). 

 

 
Figure 1. Sources of threats to human security 

Source: developed by the authors by source [2], 
The decisive factor in the emergence of threats is the 

interaction of the physical system with the living and social 
ones, as well as a person with the biological sphere.  

Today, the most common threats to human security that 
hinder opportunities for development are: 
 real health threats posed by COVID-19 because of the 

impact of the virus on mental health of people, which  
 causes a risk of increased stress level and impaired 

mental well-being. The population living in low-
income countries are especially affected by the 
pandemic. Thus, according to a McKinsey analysis, 
COVID-19 could lead to a potential 50 percent 
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increase in the prevalence of mental health disorders. 
Mental health is also a problem of diversity and 
inclusiveness. Because of the pandemic, the human 
capital development index has decreased in the world 
for the first time since 1990: from 0.737 in 2019 to 
0.724 in 2021. This could become a global problem in 
the world, creating the need for both employers and 
governments to implement and fund human capital 
conservation measures [3];  

 hunger as a global threat continues to grow due to the 
economic, social and environmental crises that are 
accumulating in the world, undermining the 
foundations of food security. Thus, according to the 
report by the United Nations Development Program 
in 2020, 800 million people in the world suffered from 
hunger; today, about 2.4 billion people suffer from 
food insecurity. This growing trend over the last two 
years (2020-2021) has been driven further by the 
COVID-19 pandemic [1];  

 the problem of poverty is exacerbated by the 
deepening of socio-economic inequality between 
countries and is manifested in the limited access of the 
poor to the main livelihood resources (education, 
health, nutrition, work), which causes many social 
problems, high unemployment rate, especially among 
young people, rising crime, violence, discrimination); 

 climate change because of frequent natural disasters 
also continues to threaten human life. Thus, there is a 
potential threat of increasing mortality caused by 
complex pollution-related diseases. Up to 40 million 
people could die from mitigating greenhouse gas 
emissions by the end of the century. 

 digital technology risks can be considered from the 
standpoint of impact on people’s health, their lives 
and well-being. Thus, the deepening of computer 
addiction, especially among young people, as a 
pathological addiction, forms a process of addiction 
and is a prerequisite for unstable psyche, deteriorating 
health, reduced cognitive abilities, provokes addictive 
behavior (bad habits), which limits the potential of 
people. . On the other hand, the rapid pace of digital 
expansion is accompanied by new threats that could 
exacerbate current problems, such as inequality and 
violent conflict. Along with the digital shifts in the 
productive sector of the economy, accelerated by the 
pandemic, there has been a rapid increase in 
cybercrime with projected annual costs of $ 6 trillion 
by the end of 2021, creating new risks and dangers for 
people [1]; 

 existing conflicts, confrontations, wars, violent crimes, 
gender inequality, weak system of protection of life 
and property from the side of human rights and 
freedoms by international security institutions 
endowed with the responsibilities of international 
guarantors of their provision are the causes of 

underutilization of their own labor potential 
intensification. It results in forced migration of the 
population, forms disparities in the international 
movement  

 of human capital, limits and hinders personal and 
professional development. Various forms of violent 
conflicts are spreading, affecting a significant number 
of people. Thus, according to [1], today 
approximately 1.2 billion people in the world live in 
conflict-affected areas, 560 million of them outside 
stable conditions. Today, more than ever, the threat to 
the lives of civilians in democracies is growing 
because of aggressive hostilities on their territory. An 
example is Ukraine, which is currently facing military 
aggression by Russia, whose bullets and missiles are 
killing civilians in Ukrainian cities and towns, 
including women and children, destroying domestic 
critical infrastructure and social facilities in violation 
of all norms and rules of international law. Russia, 
which is still a member of the UN Security Council !!! 
and the OSCE, a leading partner in peace and security 
in Eastern Europe in the Global Partnership for the 
Prevention of Armed Conflict, publicly demonstrates 
contempt for all international institutions for peace 
and security in the world; grossly violates the UN 
Charter, all its obligations commitments signed 
within the OSCE and the UN norms of international 
law, international humanitarian law and human rights, 
undermined its obligations as a guarantor of the 
territorial integrity and security of Ukraine. It is a real 
threat to security and peace not only for Ukraine and 
European countries, but also for millions of people 
around the world. 

Conclusions 

That is why the progressive world must unite and 
consolidate joint efforts to review outdated approaches to 
the global security system, develop effective measures to 
prevent the manifestation of confrontation, and violation of 
the international law on peace and security in the regions 
and the world. It is necessary to intensify the security 
dialogue and strengthen cooperation between all 
stakeholders to ensure and guarantee peace and security in 
the world. In addition, each sovereign country must review 
the overall security component of its economy and people, 
develop new security concepts for the protection of life and 
property of its citizens to ensure their physical protection 
and provide opportunities for human development within 
the overall national security system. Reducing threats to 
human security is the responsibility and obligation of the 
governments of each country, regional and global alliances, 
which work to maintain and ensure world peace and 
security. 
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