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Abstract  

Everyone in the IT community is talking about the fully utilise microservices and Kubernetes, CI/CD must be used. Every day, multiple 
production deployments are planned. To deploy swiftly while trusting the results. CI/CD has the flaw of not being universally applicable. 
Applications big deep dive in CI/CD pipeline constructed entirely from open-source software will be tested locally. The process of 
developing software requires a lot of tasks, especially when it comes to large-scale applications. You need to have a vision for the project, 
write the code, build it for production, test it out, and deploy it, and a lot more. It doesn’t matter how good your application is, if it’s not 
secure attackers can easily use the vulnerable code to steal the data on it. This can kill your entire business and reputation. This is where 
Static Application Security Testing (SAST) tools come into play. They ensure the security of the application’s source code before it is 
deployed to users. SAST is not only used to detect and catch security issues, it also has other benefits such as the ability to improve source 
code and identify problematic areas. In this thesis, SAST tools are paired with CI/CD pipelines, which give full secure automation abilities 
for developers and speed up the development process. Also Dynamic Application Security Testing (DAST) is used to examine applications 
for vulnerabilities in deployed environments. Its generates report, discovered vulnerabilities and displayed.  
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Introduction 

The objective is to deploy to production numerous times 
each day. To deploy quickly while also having faith in the 
results. The issue with CI/CD is that no single approach 
works for everyone. There isn't a "right" way to do anything. 
Only suitable for us" is offered [1]. At the end of the day, 
CI/CD is all about determining and implementing the 
release culture that works best for your team. Each section 
of the text has an own heading. Both theoretical and real-
world applications. It explains how to deploy to Kubernetes 
using the relevant components of technology. It will 
introduce the reader to the fundamentals of microservice 
architecture, containerization, and Kubernetes to help them 
get a better understanding of these topics. It examines 
Continuous integration and deployment in further detail. 
After a broad introduction, will look at Kubernetes and 
microservice architecture in more detail. Many CI/CD open-
source projects are available (programmes, tools). For 
starters, we want to find and compare open-source CI/CD 
technologies for Kubernetes deployment. The goal is to see 
how effectively a CI/CD pipeline built purely from open-
source software can perform on local servers. 

 

 

 

 

 

 

Figure 1 Automation testing 

Taking into account the architectural requirements 
discussed in the previous section, we made the following 
choices for the CI/CD environment setup: 

Software Versioning Control System - we make use of 
Gitlab to hook on to our automa- tion system, such that a 
build is triggered each time a commit is pushed onto a 
Gitlab repository. 

Automation Server - in this server, we host Gitlab 
CI/CD Runner for the automated build process, along with 
all the complementary tools for SAST and DAST checks. 

Web Application Server - in this server, we host a 
web-application server that depends on the application at 
stake: two instances were configured, one running Apache 
Tomcat for Java web applications, and another running 
NodeJS for Javascript web applications. 

Overview 

This work discusses the implementation of a wide range of 
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different security checks in a standard CI/CD pipeline. 
1. In depth analysis of existing Kubernetes CI/CD 

pipeline will be carried out. 

2. Its development and related security concerns will be 

discussed using previous research works. 

3. Several security improvement techniques that exists 

and detailed benefits of using a third-party CVE Clair 

scanner system will be discussed. 

4. A Kubernetes CI/CD pipeline with integrated third-

party CVE scanner Clair is designed for the security 

purpose. 

5. Integrating SAST and DAST tools with CI/CD 

pipelines for better security purpose. 

Implementation 

The overall goal of our work is to integrate a wide 
range of different security checks on a CI/CD. For this, 
we make use of the techniques and tools presented in the 
state-of-the-art of this dissertation. 

In total, we integrate a total of five security checks on 
top of a simple baseline pipeline. The implementation 
follows a  

It have modular approach, with none of the security 

checks being reliant on each other, by dividing the pipeline 
definition in several separate job definitions. These modules 
are then imported at will to the baseline definition. 
Additionally, all the results from the different security 
checks are all aggregated in uniform manner. 

The security checks comprise of 4 SAST checks (that 
do not require a live deployment of the application), and 
one DAST check (that requires live deployment). 
The SAST checks are as follows: 

 Code Analysis - to examine the code against a set 
of rules that check the data and control flow of the 
source-code for security vulnerabilities. 

 Secrets Scan - to perform regex scanning of the 
repository for hard-wired secrets such as 
passwords, API keys, etc. 

 Dependency Scan - to compare the libraries 
imported in the project against a database of 
known vulnerabilities. 

 Container Scan - to analyse the produced 
container image against a database of known 
vulnerable packages. 

Conclusion 

After concluding the dissertation project, several 
conclusions can be drawn from the accom- plished work. It 
can be concluded that it is possible to integrate  a wide range 
of security checks of different types and with different goals 
in a single CI/CD pipeline. 

Additionally, it’s also possible to aggregate all the 
results from the different implemented checks in a uniform 
way, with the same scale of severity. 

The same pipeline framework is modular and reusable 
in different projects, as well as compatible with different 
programming languages - as the leveraged tools support at 
least the most mainstream ones. 

Finally, another drawn conclusion is that the DAST type 
of security checks are the ones that cause the most overhead 
to the performance of the pipeline. If in a given context the 
performance is a deciding factor, this stage should be ran in 
parallel as to not halt the conclusion of the delivery. 
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