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Abstract  

At this time, the use of multi-cloud systems is the key to sustainable development of any industry or enterprise. However, the complexity 
of managing and orchestrating cloud structures of various providers does not allow creating a universal architecture of such software. This 
work is an attempt to find the basis to select the optimal architecture of the middleware module for maintaining the consistency of real-
time medical data in multi-cloud healthcare systems. 

Keywords: multi-cloud, consistency of data, middleware 

 

1 Introduction 

The real value of the multi-cloud medical information 
systems is to organize data, provide safety storage, access 
across geographically disparate data sources for which 
offers the same read/write experience the same, as data is 
stored locally. Most data in these systems are real-time and 
life-critical, and require a strict guarantee of Quality of 
Service (QoS), in terms of timeliness, reliability [1]. 

Data consistency in any type of a cloud system is to 
ensure that patient, doctor, nurse, caregiver or other end-
users obviously will receive from a cloud system up-to-date 
and in order data on time every time. All types of medical 
dataset should be internal consistent and renew due to last 
version in time, in other words, in a cloud system there 
should be the coherence of data. 

Multi-cloud strategies will reduce alone cloud providers 
dependency for two-thirds of organizations through 2024 
[2]. However, the question is which middleware architecture 
will be optimal to achieve the required consistency of 
medical data with the minimum cost of maintaining cloud 
resources. As known, that moving data around in the same 
cloud infrastructure is faster than having that information go 
across the internet. This means that network bandwidth and 
latency rates need to be taken into consideration when 
working with multi-cloud architectures [3]. 

2 Overview 

The choice of a middleware architecture in multi-cloud 
healthcare systems should be based on information indexes 
of the effectiveness of the functioning of such systems, the 
semantic of which is related to ensuring the consistency of 
medical data in databases located at various cloud providers 
and is related to the temporary availability of data. In this 
case, the elements of the architecture of a multi-cloud 
system are considered in terms of distributed applications. 

3 Decision 

This work discusses the reasons for inconsistencies in real-
time medical data stored in the databases of geographically 
dispersed data centers in the analyzed multi-cloud system. 

As an example, a multi-cloud system that combines the 
capabilities of three different cloud providers for storing and 
processing data, in which replicas of one database are 
maintained in a consistent state, is considered (Figure 1).  

 
FIGURE 1 Tine parameters in the multi-cloud healthcare system 

As known, if all the characteristics of the different 
infrastructure services of a cloud provider are known a priori, 
for example, all the task execution times on the different 
virtual machines or the task communication times, the 
planning of the workflow is considered as an off-line 
workflow scheduling plan [4].  
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The middleware module, as the workflow scheduler, is 
the core of the healthcare system, so, in order to select the 
optimal middleware architecture, an a priori collecting of 
such Round Trip Times (RTT) is required: 

 RTT between end-users and the middleware module, 
TMW; 

 RTT between the middleware module and each 
cloud provider, TMWCL; 

 RTT between end-users and each cloud provider, 
TCL; 

 RTT between cloud providers in pairs, TBCl. 

4 Conclusion 

The use of cloud technologies is a leading trend in the world 
in providing increased requirements for the availability, 
accuracy and reliability of digital medical data. This 
determines the need to develop new architectural solutions 
for multi cloud systems working with medical data. The 
development of specialized criteria for the effectiveness of 
functioning, depending on the significance, origin and 
transformation logic of the processed data, is the basis for 
choosing the architecture for middleware for multi-cloud 
healthcare systems. 
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