
The 19th INTERNATIONAL SCIENTIFIC CONFERENCE 

INFORMATION TECHNOLOGIES AND MANAGEMENT 2021  

April 22-23, 2021, ISMA, Riga, Latvia  Seitkulov Y, Ospanov R, Yergaliyeva B, Zhetpisbayeva A 

68 
NC28 Computer Modelling, Information Technologies 
 and Information Communication Technologies 

Implementation of the selection function in the modified sponge 
cryptographic hash functions design scheme 

Yerzhan Seitkulov*, Ruslan Ospanov, Banu Yergaliyeva,  

Ainur Zhetpisbayeva  

Institute of Information Security and Cryptology, Gumilyov Eurasian National University. Kazakhstan 

*Corresponding author’s e-mail: erj@mail.ru 

 

Abstract  

In this paper, we consider the implementation of the function of selecting an internal function from a given set for a modified "Sponge" 
scheme for designing cryptographic hash functions. The selection function is constructed for the case when the scheme specifies a set of 
three internal functions Fi, i=0,1,2. The choice of one of these three internal functions as part of the entire scheme is determined using 
message-dependent selection bits generated in a pseudo-random manner. 
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1 Introduction 

A cryptographic hash function belongs to main and basic 
cryptographic primitives, such as symmetric block ciphers, 
stream ciphers, pseudorandom number generation, etc. It is 
the basis for creating effective tools of cryptographic 
protection of information to ensure information security in 
various information systems. Cryptographic hash functions 
are used in a huge number of applications, protocols, and 
schemes, such as password protection, digital signatures, 
message authentication, cipher text validation, proof of 
knowledge, pseudorandom number generators, key 
derivation functions, and others. 

Currently, the most popular and promising scheme for 
constructing cryptographic hash functions is the “Sponge" 
scheme ("cryptographic sponge”) [1], [2]. According to this 
scheme, the Keccak algorithm [3] was designed, which 
became the winner of the SHA-3 competition. The 
"Sponge" scheme is a simple iterative scheme for 
constructing a cryptographic hash function based on some 
internal function f, which is a fixed-length transformation or 
permutation that operates with a fixed number of b bits that 
make up the so-called internal state S. And b = r + c. The 
value of r is called the bitrate, and the value of c is called the 
capacity. The internal state of S is first initialized to some 
fixed value. Then, after the corresponding padding and 
division of the message into r-bit fragments, all the r-bit 
fragments of the message are simply and iteratively 
processed by bitwise adding them to the r bits of the internal 
state, and then applying the b-bit function f. After all 
message blocks are processed by this "absorbing" process, r 
bits of the final hash value are sequentially output by 
extracting r bits from the internal state and then applying the 
function f to it (the "squeezing" process). 

To date, many algorithms have already been developed 

using this scheme. Various modifications of the scheme 
have also been developed. Modifications use different 
methods of padding, implement many different state 
initialization options, and apply many different 
transformations and permutations as internal functions. The 
classic "Sponge" scheme and most of its modifications 
assume only one internal function. The internal function is 
the main and important component of the “Sponge" scheme, 
which is a fixed-length transformation or permutation that 
operates with a fixed number of bits that make up the 
internal state of the function. 

2 Selecting an internal function from a given set 

In [4], a new scheme “Enhanced Sponge Function (ESF)” is 
proposed, which involves the use of two internal functions, 
in contrast to the “classical” scheme “Sponge”, which uses 
only one internal function. The order of operation of these 
two internal functions as part of the entire scheme is 
determined using a message-dependent key generated in a 
pseudo-random way. The key bit is generated as follows: the 
Von Neumann corrector is applied to the input message, 
then the XOR corrector is applied to the resulting sequence 
of bits, and we get the key bit. Using the key bit, one of the 
two specified internal functions is selected as follows. The 
first r bits of the state S are sequentially being sent to the 
information input of one 1-2 demultiplexer, to the address 
input of which the key bit is being sent, and the remaining c 
bits of the state S are sequentially being sent to the 
information input of another 1-2 demultiplexer, to the 
address input of which the key bit is also being sent; then 
the function f0 is applied to the output bits (the converted 
state value) if the key bit is 0, or the function f1 is applied if 
the key bit is 1. 
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In [5], [6], a modification of the “Sponge” scheme is 
proposed, which involves the use of a set of internal 
functions. According to this scheme, the following 
transformations are performed on the input message from a 
given set of internal functions, the function f is selected 
using the selection function. In the case of a set of two 
functions, we can apply the method described above [4].  

In this paper, we consider the case when the set of three 
internal functions Fi, i=0,1,2 is given in the scheme. 

The selection function is defined as follows.   
The input message is divided into two parts. If the length 

m of the message is an even number, then it is divided into 
two parts of the same length, and if not even, then two parts 
with lengths [

𝑚

2
] + 1 and [

𝑚

2
] . 

The first selection bit is generated. To do this, the von 
Neumann corrector is applied to the first part of the input 
message, i.e. the bits of the input message are considered in 
pairs: if there are two identical values in the pair, then the 
pair is discarded, if the bits are different, then only the first 
bit in this pair is written instead of the pair. Then the XOR 
corrector is applied to the result, i.e. all the bits of the 
resulting sequence are added modulo 2. The result is the first 
selection bit. Similarly, a second selection bit is generated 
by applying the von Neumann corrector and the XOR 
corrector to the second part of the input message. 

 The first r bits of state S are sequentially being sent 
to the information input of the first 1-2 demultiplexer, 
to the address input of which the first selection bit is 
being sent, and the remaining c bits of state S are 
sequentially being sent to the information input of 
the second 1-2 demultiplexer, to the address input of 
which the first selection bit is also being sent. If the 

selection bit is 0, then the output bits of the first 1-2 
demultiplexer are being sent to the information input 
of the third 1-2 demultiplexer, to the address input of 
which the second selection bit is being sent, and the 
output bits of the second 1-2 demultiplexer are being 
sent to the information input of the fourth 1-2 
demultiplexer, to the address input of which the 
second selection bit is also being sent. Next, the 
internal function F0 will be applied to the output r+c 
bits if the second selection bit is 0, or the internal 
function F1 will be applied if the second selection bit 
is 1. If the first selection bit is 1, then the internal 
function F2 will be applied to the r+c bits obtained at 
the output. 

3 Conclusion 

In this paper, we consider the implementation of the 
function of selecting an internal function from a given set 
for a modified "Sponge" scheme for designing 
cryptographic hash functions. The selection function is 
constructed for the case when the scheme specifies a set of 
three internal functions Fi, i=0,1,2. The choice of one of 
these three internal functions as part of the entire scheme is 
determined using message-dependent selection bits 
generated in a pseudo-random manner. 

4 Support information.  

This work was carried out with the financial support of the 
MDDIAI grant funding, No. AP06851124. 
 

References  

 Guido Bertoni, Joan Daemen, Michaël Peeters and Gilles Van 

Assche. Sponge Functions. Ecrypt Hash Workshop 2007. 

 Guido Bertoni, Joan Daemen, Michaël Peeters, Gilles Van Assche 

Cryptographic sponge functions, Version 0.1, January 14, 2011, 

E-resource: https://keccak.team/files/CSF-0.1.pdf 

 Bertoni G., Daemen J, Peeters M., Van Assche G. The Keccak 

reference. SHA-3 competition (round 3), 2011, E-resource: 

https://keccak.team/sponge_duplex.html.  

 Magdy M. Saeb. An Enhanced Sponge Function (ESP). 

International Journal of Computer Science & Communications 

Security IJCSCS, July 2012. E-resource: 

https://www.researchgate.net/publication/230646378 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Ospanov R.M., Seitkulov Y.N., Arapov N.K., Yergalieva B.B. 

Modification of the SPONGE  scheme for constructing 

cryptographic hash functions // Bulletin of KazNITU. -2020. -№ 

5 (141). -pp.520-525. (in Russian) 

 Ospanov R.M., Seitkulov Y.N. Cybershield: On various 

implementations of the "Sponge"  scheme for constructing 

cryptographic hash functions / / Materials of the International 

scientific and practical Web-conference "Military-technical 

support for the activities of the armed forces: world experience and 

development trends". Nur-Sultan: Publishing house of  NDU. -

2020. - pp. 305-308. (in Russian) 


