
The 19th INTERNATIONAL SCIENTIFIC CONFERENCE 

INFORMATION TECHNOLOGIES AND MANAGEMENT 2021  

April 22-23, 2021, ISMA, Riga, Latvia  Seitkulov Y, Ulyukova G, Yergaliyeva B, Zhetpisbayeva A 

66 
NC27 Computer Modelling, Information Technologies 
 and Information Communication Technologies 

Cloud storage of big data using secret sharing technology 

Yerzhan Seitkulov*, Gulden Ulyukova, Banu Yergaliyeva,  

Ainur Zhetpisbayeva  

Institute of Information Security and Cryptology, Gumilyov Eurasian National University.  Kazakhstan 

*Corresponding author’s e-mail: erj@mail.ru 

 

Abstract  

This article is devoted to the study of a method of storing data in cloud storages using secret sharing technology. Such problems are 
especially relevant in the context of the rapid development of the Internet of Things (IoT). Chips, smart cards and other physically small 
devices, as a rule, have significant memory limitations, so there is a need to use cloud storage as an auxiliary tool for secure data storage. 
The idea of the new approach is to develop a method for storing big data using various cryptographic solutions, such as Shamir's secret 
sharing method, Diffie-Hellman key distribution protocol, etc. Note that various researchers have proposed methods for storing and safely 
processing data in the cloud. 
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1 Introduction 

This article is devoted to the study of a method of storing 
data in cloud storages using secret sharing technology. Such 
problems are especially relevant in the context of the rapid 
development of the Internet of Things (IoT). Chips, smart 
cards and other physically small devices, as a rule, have 
significant memory limitations, so there is a need to use 
cloud storage as an auxiliary tool for secure data storage. 
The idea of the new approach is to develop a method for 
storing big data using various cryptographic solutions, such 
as Shamir's secret sharing method, Diffie-Hellman key 
distribution protocol, etc. Note that various researchers [1-
10] have proposed methods for storing and safely 
processing data in the cloud. 

As part of this work, we will assume that client i wants 
to store his data (files, drawings, photographs, etc.) in 
outsourcing, that is, in the cloud storage. At the same time, 
the data themselves are not secrets from the server, therefore, 
to exchange information between clients and the server, 
standard protocols for secure information exchange can be 
used. The problem lies in the fact that the cloud storage 
(server) is not trusted in the sense that it is possible for 
intruders on the server side, such as information substitution, 
corruption of data content, etc. In addition, suppose that the 
server itself does not violate the interaction protocol and 
does not leak information at the time of transmission and 
exchange of information with clients. But storing the data 
itself in the cloud can be unsafe, so the original data, after 
being transferred to the server, must be kept encrypted using 
standard symmetric encryption algorithms, for example, 
GOST, AES, etc. Thus, for each client and server, the task 
is to generate a shared secret key that will be used by the 
server as a data encryption key. In such a model, the server 
is interested in «forgetting» this public key, but to be able to 

recover this key to decrypt the data only with the 
participation of the client who owns the data. 

2 Protocol 

So let's say client 𝑖 needs to send big data to the cloud for 
encrypted storage. 

Step 1. Client 𝑖 and server choose a sufficiently large 

prime 𝑝 and 𝑑. Client 𝑖 and server, independently of each 

other, choose random natural numbers 𝑎 and 𝑏, 

respectively. 

Next, client 𝑖 calculates the number𝐴𝑖: 

𝐴𝑖 = 𝑑𝑎𝑚𝑜𝑑 𝑝; 

and the server finds the number B: 

𝐵 = 𝑑𝑏𝑚𝑜𝑑 𝑝. 

Here the number a is the secret key of the client 𝑖; b is 
the server's private key. And the numbers 𝐴𝑖 and B are the 
public keys of the client and server, respectively. 

Step 2. Key distribution is carried out using the well-
known Diffie-Hellman protocol: 

 Client 𝑖 calculates and sends to the server its public 
key 𝐴𝑖 = 𝑑𝑎𝑚𝑜𝑑 𝑝, , and the server sends to the 
client its public key 𝐵 = 𝑑𝑏𝑚𝑜𝑑 𝑝. 

 The server calculates the number 𝑄𝑖 = 𝐴𝑖
𝑏𝑚𝑜𝑝 𝑑, 

and the client similarly calculates the same number 
𝑄𝑖 = 𝐵𝑎𝑚𝑜𝑑 𝑝 , since 𝐵𝑎𝑚𝑜𝑑 𝑝 = 𝑑𝑎𝑏𝑚𝑜𝑑 𝑝 =
𝐴𝑖

𝑏𝑚𝑜𝑝 𝑑; 
 Take the number 𝑄𝑖  as the distributed key 𝑘𝑖. That is, 

we have a shared secret between client 𝑖 and server: 
𝑘𝑖. 

 The server encrypts the original data of the client 𝑖, 
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using the shared secret key 𝑘𝑖 and stores the data in 
encrypted form. 

 Now the server and client 𝑖 delete from their storages 
the numbers 𝑎  and 𝑏 , respectively, that is, they 
«forget» them. 

Step 3. We use Shamir's secret sharing technology: 

 Let's denote by 𝑙 the value of the product of two 

numbers: 𝑙 = 𝑄𝑖𝐴𝑖𝑚𝑜𝑑 𝑝; 

 Server and client independently form the same 
polynomial 

𝑓(𝑥) = 𝑘𝑖 + 𝑙𝑥 

 Server and client randomly split the shared secret 

𝑘𝑖 into two keys using Shamir's secret sharing 

technology. Let's denote them  𝑆𝑒𝑟𝑣𝑒𝑟𝐾𝑒𝑦(𝑖) =

(𝑥1, 𝑓(𝑥1)) and 𝐶𝑙𝑖𝑒𝑛𝑡𝐾𝑒𝑦(𝑖) = (𝑥2, 𝑓(𝑥2)); 

 Now the server and the client are deleted from their 
storages, that is, they «forget», the point 𝑄𝑖  and the 
polynomial with all parameters 𝑓(𝑥) = 𝑘𝑖 + 𝑙𝑥. 

Step 4. The server forms the client base, that is, for each 
client 𝑖 , only the following information will be stored 
(profile of the i -th client): 

 Client ID; 

 h(𝑘𝑖); 

 ServerKey (i); 

 -𝐴𝑖; 

Here h( 𝑘𝑖 ) is the value of the cryptographic hash 
function from the distributed public key 𝑘𝑖  between the 
client 𝑖 and the server. Storing the hash function is required 
for client authentication. Note that this data is sufficient for 
the server to recover the shared secret key 𝑘𝑖 for decrypting 
the data and further transmitting the original data to the 
client. 
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