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Abstract  

Face recognition is the process of identifying a person by their face. Face detection is a necessary first step in face recognition systems to 
localize and extract the face region from the background. Today there are many face recognition systems. However, the main disadvantage 
of many of them is that both face detection and recognition processes occur on the server side. As a result, solving the problem of 
recognizing a large number of faces requires significant computing resources of server equipment, which is very expensive. This article 
discusses the method and implementation of a face recognition system, where face detection is implemented on the client-side. This method 
allows reducing the wasted resources of server hardware. 

Keywords: face recognition, face detection, Tensorflow.js 

 

1 Introduction 

The COVID-19 pandemic has led to the largest ever 
disruption in the functioning of all spheres of human life. In 
particular, the pandemic has hit the education system, which, 
according to UNESCO as of April 1, 2020, affected almost 
1.6 billion students in more than 190 countries all over the 
world [1]. School and other educational closures have 
affected 94 percent of the world's student population, with 
99 percent in low- and lower-middle-income countries. The 
pandemic has forced many countries to switch to online 
education. So, one of the challenges of today's education is 
to conduct efficient online exams. 

Exams are an essential tool for determining a learner's 
knowledge. Students try to resort to tricks and cheat on any 
exams, while on online exams, the number of attempts to 
cheat is much higher than on offline exams [3][4]. Since the 
purpose of exams is to determine students' proper 
knowledge, identifying such violations is an important task. 
Online proctoring systems can solve this problem. The basis 
of online proctoring systems is the functions of face 
detection and face identification. 

In addition to education, many other activity areas have 
also switched to a remote work format [2]. Banks, public 
service centers, and other services that work with people 
began to identify their customers through face identification. 

For this reason, an optimal implementation of face 
detection and face recognition systems is essential. It is 
necessary to develop an architecture that will support many 
users with a minimum load on the server-side. 

2 Overview 

Traditionally, the entire face recognition process takes 
place on the server-side. So, any image received from the 
user's PC is sent to the server, and regardless of who or 
what is displayed on this image, it is processed. From this, 

it follows that even those images in which there is no face, 
or the face is hard to see can be sent for processing. Such 
images create unnecessary load on the server. This 
approach is applicable if the organization has a good IT 
infrastructure and extensive computing resources. This 
article discusses a face recognition method where the face 
detection process is implemented on the client-side. A 
method that significantly reduces the server's load by 
sending for processing only those images that include a 
face. This work also discusses various web-based face 
detection libraries' advantages and disadvantages. 

3 Decision 

As an example of implementing the proposed approach, an 
online proctoring system for conducting online exams, in 
which face detection is implemented on the client-side, is 
considered. A feature of the system is that the server part is 
used only to enter the exam, that is, to identify the student. 
The subsequent detection of violations during the exam 
occurs on the student's PC, as shown in Figure 1. Thus, the 
server's task is only to save the received violations to the 
database. 

 
FIGURE 1 Detection of violations 
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Due to the transfer of the face detection process from the 
server-side to the client-side, we could increase the number 
of simultaneous connections from 500 users to 5000. At the 
same time, the server capacity did not change. 

4 Conclusion 

A comparative analysis of existing libraries that 
implement the process of detecting faces in a browser is 
carried out. The possibilities of the Tensorflow.js 
library are considered. A comparative analysis of the 
backends of the Tensorflow.js library has been carried 
out. The implementation of the online proctoring system 

is considered. This work proposes an approach to the 
implementation of the system, due to which it is 
possible to significantly reduce the load on the server.  
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