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Abstract  

Now-a-days smart mobile usage has rapidly been increasing among the users. The scientific papers on this mobile security are of great 
demand. This study focuses on what type of issues the users are facing while exploring mobile usage. So many vulnerabilities are known 
to exist in security principles. Also, mobile users give accidental permissions to applications. Even mobile applications consist of bugs 
which can expose their confidential data. That is why this paper gives some fundamental principles of issues like threats and risks which 
users face in their daily mobile usage. A clear view on overcoming these problems and business strategies of companies is discussed. 
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1 Introduction 

The most used electronic gadget in this current era is smart 
mobile. Not only a general user but also business 
administrators are vital to get exposed to data breach. Not 
only smart mobiles are granted with specific benefits but 
also high risk of exposing their confidential information. 

The widely used mobile operating systems are Android 
and iOS. There were days where windows mobile operating 
system and blackberry operating system used to compete 
with android and ios after Symbian era. Though they had 
popular reputation for their OS security, they lack in their 
application development which led to discontinue those 
platforms. So android and ios are major operation systems 
in the market. 

The research questions are defined as: 
 What are the types of attacks in mobile security? 
 How to overcome from these attacks? 
 What tools and methods could be used for defense? 
 What is process of downloading an application and 

granting permissions? 
For suppose, a mobile is lost then information which 

stored on it can also be lost. There is a high chance of 
inspecting malware into the mobile thereby extracting data 
which is store on it. This is why high encryption is needed 
to unlock the device. Another feature is called Remote 
Swipe which is a good practice to erase the data stored on 
device by just swiping remotely. 

When it comes to android, applications are directed 
installed from play store but there are some websites where 
apk can be modded to access paid app or subscription for 
free. If that apk is downloaded from unknown source and 
installed on mobile device, then there is a high risk of 
exposing data as application can access user permission. So, 
app permissions are always need to be checked after while 
using app. Even secured apps from stores might contain 
bugs thereby app needed to be updated for its next update. 
Application development is a major task for a developer as 

one should be careful while writing cod to not expose 
general bugs for exploiters. Rooting android mobiles can 
expose high risk of data theft as it is unprotected process. 
Popups in browser should not be redirected to unknown 
websites. 

A virtual private network VPN is required while using 

mobile from unknown networks. It’s better to spoof or 

hide IP addresses. For example, using Cloudflare Warp is 

very essential for every user as it hides DNS queries of 

user. 

 
FIGURE 1 Data manipulated securely by Cloudflare 

Bluetooth is also a major risk in mobile security. 
Hackers are known to use high range antennas to access this 
short-range personal area network. Even Bluetooth headsets 
are risky as hackers can eavesdrop user conversation. So, 
it’s better to disable when Bluetooth is not in use. Even Near 
Field Communication NFC is a risky usage as unknown 
person can spy on mobile payment and therefore at least 
password should be used to secure any contactless payment. 
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2 Overview 

Mobile usage has become a common part in human lifestyle. 
The confidential information is being exposed to hackers 
either intentionally or unintentionally. Fundamental security 
principles are needed while using a mobile. Cybercrime is 
well known attack where cybercriminals access employee’s 
mobile device apps or any sources and then use this chance 
as a gateway to hack enterprise to demand their needs. 
Application development should be audited and to restrict 
unknown apps in their store. Encrypted messaging 
platforms should be used like Wickr. 

3 Decision 

A secured connection establishment is required in mobile 
security. There should be configured VPN protocols while 
using mobile. TLS/SSL connection must be checked while 
accessing websites in a browser. Blocking any strange SMS 

could be beneficial from phishing attacks. The research not 
only discussed features of mobile device but also threats that 
pose to mobile security and to overcome those issues Social 
Engineering is the major focused security as users are 
psychologically manipulated into data leakage. Strict data 
protection rules should be followed like General Data 
Protection Regulation so that sensitive information access 
can be limited. 

4 Conclusion 

The research paper came to conclude that smart mobile 
users are unaware of losing their data. Because of their lack 
of care, they are facing mobile security challenges. Not only 
downloading applications from unknown sources even 
granting unnecessary permissions can expose their data. 
Personal files are should be uploaded to trusted cloud 
services thereby protecting the risk of formatting device. 
The device should get quality system updates.  
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