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Abstract  

Now a days Cloud computing plays a vital role to access storage, servers and databases. Cloud resources are accessible for lease. 
Computational services provides a cost efficacious solution to virtual network requirements, low trust on the rented resources restrict 
malicious users from using it. In order to reduce the cost, resources are shared, i.e., there persist multi-tenancy. As the connection channels 
and other computational resources are allocated, it creates security and privacy issues. A user may not recognize a trustworthy co-tenant 
as the users are anonymous. The user depends on the Cloud Provider (CP) to assign trustworthy co-tenants. 
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1 Introduction 

A Federated Cloud is the distribution and management of 
many external and internal computing services such as 
shared resources to match business needs [1]. A federation 
is the merging of many smaller parts that execute a common 
action. Federation of cloud refers to the unification of 
software, infrastructure and platform services from 
networks that can be administrating by a client via internet. 

A federated cloud (community cloud) [2] is established 
by contributions from several cloud providers and a virtual 
network request may be contended by more than one cloud 
provider. 

 
FIGURE 1 Federated Cloud 

In a federated cloud, a Cloud provider threats its own 
reputation as it shares its resources with other CPs (a virtual 
network request may comprise over the resources owned by 
several CPs). Here the problem in a virtual network may 
originates from the physical resources owned by other CPs. 
Most of the clients place their data in the cloud. Correctness 
of data and security is main concern [3]. Security issues 
prevent the users from acquiring cloud computing. To 
develop user’s trust on Cloud Providers (CPs), the 
prominence of the CPs can be used as it helps users to 
choose relevant CP. A reputation management mechanism 

(RMM) goal is to take into account of the malicious and 
selfish behaviours of CPs and reflect this on their reputation. 
In this study, we propose a robust Powerful RMM in the 
federated cloud which focus on multi-tenancy. In a multi-
tenancy cloud, the user rely on the CP for reliable co-tenants 
to assign good co-tenants to a good user. 

 
FIGURE 2 Multitenancy Architecture 

In the above figure 2 it shows that many customers can 
use the single cloud provider at the same time. Each tenant 
data is isolated and remains invisible to the other tenants. 

2 Overview 

Briefly our powerful RMM works as follows: 
1) First, Each CP differentiate malicious users from 

good users and it should allocate resources to them 
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such that the following holds: 
a) It must not allow any malicious user to become a 

co-tenant of a good user. 
b) It may allow malicious users to share resources 

among themselves. 
2) Cloud providers share information about multi 

tenancies. 
3) Each CP reports the behaviour of users to the RMM.  
4) A CP’s reputation is increased if the reputations of the 

users in each group of multi-tenant users are 
consistent, i.e, either their reputations increase or 
decrease. 

The advantage is it allows maximum co-tenancy 
irrespective of the behaviours of users. 

3 Decision 

Cloud provides the benefits of scalability, elasticity and on-
demand allocation of resources, which pushes the multi-
tenant architecture to the next level. Multitenancy enables 
uses to shares resources with securing data. Cloud provider 

differentiate good and bad users. It assigns good user to 
another good user but it did not assign good user to bad user 
(malicious user). In this way it secures data, and threats. So 
that every customer can use safely the cloud.  

4 Conclusion 

Multi tenancy makes cloud computing affordable but it also 
introduces new risk from malicious co-tenants. A user 
depends on the CP for allocation of safe co-tenants. The 
main aim is to encourage CPs to make correct segmentation 
among good and malicious users, i.e., a good user gets only 
other good users as cotenants. 

The existing RMMs for cloud computing does not 
consider this criteria to estimate reputation of the CPs. The 
existing RMMs for cloud computing use traditional 
aggregation of feedback from users to rate the CPs. In this 
paper we have developed a unique powerful RMM that 
encourages CPs to differentiate between good and malicious 
users and assign resources in such a way that they do not 
share resources.  
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