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Abstract  

Ecommerce industry has grown rapidly in last decades and it is still developing. Companies provide online services and products for 
customers. Cardholders can make purchases without need to be present at the point of sale. This characteristic of ecommerce is used by 
fraudsters to perform unauthorized transactions. Despite the fact that a lot of research is done in the area of fraud detection and many 
methods implemented the fraud is still a big threat. In the paper we analyse the current situation in this field and provide ideas for further 
improvements. 
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1 Introduction 

Ecommerce transactions can be made online without 

presence of cardholder and card itself (CNP – card not 

present). There are methods for proving the identity such as 

user authentication, accepting electronically scanned 

documents or contacting with clients by phone. These 

methods are used by companies but have drawbacks that out 

of scope of this paper.  Another approach is to use fraud 

detection (or fraud monitoring) system to recognize the 

abnormal transaction. 

2 Overview 

Fraud detection system is a component of online payment 

service that participate in the process of financial transaction. 

As an input this component has a data related to transaction 

such as amount, location, card number (also called pan) etc. 

After processing the fraud detection system marks the 

transaction with the status: good, bad or suspicious. In case 

of a good status the payment system accepts the payment, in 

case of bad status the transaction is rejected and in case of 

suspicious status the transaction is hold until resolving 

(Figure 1) [1]. The process of resolving is time consuming 

as done usually manually by fraud specialists. 

 
Figure 1 Fraud detection component 

 

3 Rule-based approach 

First fraud detection systems used rule-based approach. 
Earlier implementations were based on explicit constraints 
(also called limits) that represent different types of rules 
(generally with weights). Examples of such rules are 
white/black list, limits for amount, number of transactions etc. 

Rule-based approach later was evolved in using of 
machine learning algorithms that can build rules in internal 
structure. The “state of the art” is using algorithms based 
on tree [2]. The rule-based approach is a popular solution. 
It is easy to understand and implement. In addition, it has 
a great performance. 

The main problem with this approach is accuracy and 
lack of adaptation to changes in transaction environment. In 
case of rule-based approach we usually have a significant 
number of true negative results what means we reject many 
“good” transactions. 

 
Figure 2 Rule-based approach 

4 Pattern recognition 

As next step of evolution the fraud detection systems start 
using pattern recognition approach. First, they used different 
statistical methods [3]. 

Nowadays, the behavior analysis is the winner. Best fit 
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for this approach is using a deep learning (Figure 3) [4]. The 
main issue of this approach is that financial system cannot 
trust deep learning algorithms as there is no clear 
information how the system come up with the result. 

In the end, the payment system can recognize only two 
statuses from pattern recognition system: either good and 
suspicious or bad and suspicious (it depends on 
configuration of accuracy of machine learning algorithm). 

 
Figure 3 Pattern recognition approach 

5 Addressing issues 

A lot of research done by science community to deliver 
better solutions and address existing issues of rule-based and 
pattern recognition approaches [5]. The goal is to configure 
system in a way when it gives the best balance between 
accepting good transactions and declining bad transactions. 

One of the approaches is to use algorithms based on cost 
(including cost of financial damage, cost of transaction 

processing, cost of missed client loyalty etc.) [6]. Another 
approach is to use probabilistic algorithms to cut the number of 
suspicious transactions [7]. Finally, we can represent the fraud 
detection system as a combination of three layers: rule-based, 
pattern recognition and filtering components (Figure 4). 

 
Figure 4 Fraud detection system components 

6 Conclusion 

We plan to analyse methods to decrease the number of 
transactions with suspicious status. The main idea is to use 
pattern recognition layer as a maximizer function for bas 
transactions (high recall) and filtering layer as reducer of 
suspicious transactions. One of the approaches is to use 
explainable AI approach [8, 9]. 
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