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Abstract  

With the increasing usage of smart mobile devices, the number of applications developed for these devices is already increasing day by 
day. Nearly all functionalities (sending e-mails, searching the internet, messaging via internet, making bank account transactions etc.) 
performed by using computer are carried out on mobile devices anymore. However, misuse of personal information emerges through 
malicious applications in the devices and these applications render the devices unusable. In the literature and industry, new methodologies 
have been proposed for mobile malware detection; however, there is still a research challenge to identify malwares on mobile applications 
and take precautions. In this paper, a permission-based model is implemented to detection of malware applications in mobile devices which 
have Android operating system. Permission-based features have been extracted from the apk files in the AndroTracker1 data set which is 
previously created in the literature. The results of classification techniques have been evaluated by applying four types of machine learning 
techniques (Support Vector Machine, k-Nearest Neighbor, Back Propagation) and these techniques have been compared with 
Convolutional Neural Network. The experimental results show that the permission-based model is highly successful using both machine 
learning technique and deep learning in the AndroTracker data set. Back Propagation gives the best result among the other machine learning 
techniques by 96.1% acurracy rate. Also, Convolutional Neural Network has achieved success rate of 96.71%. This demonstrates that the 
accuracy rates of CNN and classical machine learning techniques close to each other and they have high accuracy rate because of small 
number of targets which are benign and malware. 
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1 Introduction  

Nowadays, computers have been replaced by more portable 
devices such as wristbands, smart mobile devices, tablets etc. 
with the advancement of the technology. Android Operation 
System (OS) is among the most popular OS' used in these devices. 
There are millions of applications on the Android operating 
system, and users can easily upload their applications to their 
mobile devices via the Android market. Although the mobile 
devices make life easier, malicious software developers try to 
access personal information through these apps that make life 
easier. They can access to users' devices by injecting malware 
such as virus, trojan into an apk file which is an extension of 
Android-based applications.  

In this study, AndroTracker (http://ocslab.hksecurity. 
net/andro-tracker) dataset is used to identify whether 
Android based applications are malicious or not. The apk 
files are passed through the ApkReader tool and the 
application permissions are extracted from these files. Using 
this permission information, the data set is arranged as the 
learning algorithm can handle. In our study, Convolutional 
Neural Network (CNN) is used as a learning algorithm. 
Besides, the performance of the CNN algorithm is 
compared to some popular machine learning algorithms 
namely k-Nearest Neighbor (k-NN), Naive Bayes (NB), 
Back Propagation (BP) and Support Vector Machine (SVM). 

The rest of this paper is structured as follows: Section 2 
reviews the techniques used in malware detection field. 
Section 3 explains methods used in this work. Section 4 
describes our evaluation dataset. Section 5 outlines the 

experimental results and discussions. Finally, the last 
section provides our conclusions. 

2 Method 

Android OS based devices have applications with apk 
extension. Besides some parameters such as application 
versions, package name etc. specified by the developers along 
with some information such as camera access, SMS sending, 
microphone access photo album, vibration, internet access, etc. 
are operated depending on the user's permission. This 
information is stored in AndroidManifest.xml in each apk file 
and is prepared by the developer. 

Permissions are reported when downloading 
applications from the market, but users usually download 
the application that they want to use by giving approval 
because they don't care the permission data or don't have any 
information about these permissions. This situation causes 
installing malware to device and to access the personal 
information with the consent of the user.  

Determining whether apk files are malicious during 
operation cannot prevent malware from infecting the 
device. Therefore, in this study, malware detection is 
performed automatically by static analysis method without 
running the application. 

3 Conclusions  

In Android malware analysis using the static analysis method, it 
is proved with the experimental result that the permission-based 
model works effectively both in machine learning methods and 
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in deep learning. However, while the accuracy of these methods 
is very close to each other, some differences were observed in 
terms of running times of algorithms. Although the BP algorithm 
using the artificial neural network works very slowly, it is 
observed that convolutional neural network, which performs BP 
(back propagation) method for each layer through multiple 
intermediate layers, provides a much faster and more accurate 

rate than all other algorithms. In addition, machine learning 
methods were classified using 80% training, 20% test data, even 
in convolutional neural network (epoch), and vice versa (20% 
training, 80% test) accuracy was found to be around 90%. Since 
the number of data used in the study is high and the dataset has 
only two targets consist of malicious and benign, it is observed 
that the level of accuracy is 96.71%. 
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