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Abstract 

The paper considers the assessment of the susceptibility of noise generators to a technical channel of information leakage due to high-
frequency imposition using the example of jammers “Barrier”. Describes the need to use active information security tools. The technical 
characteristics and functionality of the considered noise generators and the causes of the information leakage channel due to high-frequency 
imposing are indicated. The results of practical experiments to determine the performance of noise generators and their exposure to high-
frequency imposition are given. According to the results of the study, relevant conclusions were made indicating the specific reasons for 
the absence of information leakage in the jammers of the channel in question. 
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1 Introduction 

In the 21st century, widespread informatization and the 
introduction of digital technology are the key of importance in 
all sectors of human life. The transition to new technologies 
occurs in a matter of years, and not in decades, as before. 
Anticipating such a situation in the republic, the State Program 
“Digital Kazakhstan”, the Roadmap for the development of the 
electronic industry and other documents aimed for accelerating 
the pace of economic development of the republic and 
improving the quality of life of the population through the use 
of digital technologies were adopted. 

Electronic equipment is used in almost all spheres of 
human activity, ranging from the use of communication 
equipment to medical equipment and ensuring safety in 
general. However, the use of electronic devices and 
computer technology carries a large number of information 
security threats. 

One of such threats is the presence of technical channels 
of information leakage, arising as a result of informative 
(dangerous) side electromagnetic emissions (EMI) of 
technical means for its processing, storage and transmission. 
The physics of this phenomenon is the occurrence of an 
electromagnetic field when an alternating electric current 
flows through electrical circuits and other conductors. This 
field contains information that is transmitted over data buses, 
circuits and interface conductors or circulates in nodes, 
blocks and components of electronic devices. Thus, all 
processed and transmitted information to a greater or lesser 
extent can be radiated in the air. However, there is 
information, such as personal data, research and 
development, or state security, which may be classified as 
confidential information or other secrets protected by law, 
the free distribution of which may be harmful if 
unauthorized information is received or distributed. 

2 Overview 

The protection of restricted access information from leakage 
through the EMI channel is decided by organizational or 
technical measures, using passive or active means of 
protection. Active means of protecting information from 
EMP are spatial electromagnetic noise generator (NG) [1-4]. 

Currently, a large number of different NG, both foreign 
and domestic production, represents the market. Noise 
generators are manufactured as separate devices or as a PCI 
card for a personal computer. NGs typically consist of a 
wideband signal generator and one or more antennas. 

In addition to the characteristics directly related to the 
generated noise (the range of the generated noise 
frequencies, the spectral density of the noise power, the 
structure of the noise, etc.), as well as mass-dimensional 
parameters, the NG should not be subject to acoustoelectric 
transformations [1]. This is because NG, as information 
security tools, must themselves be protected. Considering 
that the NG is not intended for processing information, they 
can be a source of leakage of other protected information. 
Such information may include human speech. For example, 
confidential talks or audio or video playback in the room 
where the NG is installed. 

At the same time, with the specified property, the NG 
should also not be susceptible to high frequency imposition 
(HFI). The information leakage technical channel (LCH) 
due to the HFI can be realized by unauthorized contact 
injection of high frequency currents from a special generator 
into the power supply line of the NG, on nonlinear and 
parametric elements of which the information signal will be 
modulated. The informative signal in the specified elements 
of the NG occurs due to the conversion of acoustic (speech) 
signals into electrical ones (“microphone effect”). Due to 
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the fact that the nonlinear or parametric elements of the NG 
for a high frequency signal represent an unmatched load, the 
modulated high frequency signal will be reflected in the 
opposite direction or reemitted on the air. In this case, the 
interception of the reflected signal will be carried out by 
special highly sensitive equipment [3-5]. 

3 Decision 

To determine the susceptibility of NG LCH at the expense 
of HFI along the power line, measurements were made of 
noise generators (jammers) “Barrier” (produced by “Granit” 
Special Design and Technology Bureau” LLP (Almaty, 
Kazakhstan), figure 1) designed to disguise EMI personal 
computers, workstations, computer networks and 
complexes at computer facilities, the suppression of low 
power radio tabs (“Barrier-01”) and ultra-wideband radio 
tabs (“Barrier-M”). 

The studies of jammers “Barrier” on the subject of 
exposure to HFI were carried out in accordance with the 
measuring stand, the general scheme of which is shown in 
Figure 1. 

 
FIGURE 1 Measurement scheme 

NG were connected to the power supply network 
(telephone line), but were not in the mode of generating 
interference in the air and / or in the line, as in this case the 
interferences induced on the line would not allow detecting 
signals of small amplitude modulated by acoustic test 
signals. A specialized automated complex was used as a 
signal generator and receiver. 

The measurements were carried out with the following 
parameters: 

• frequency of the probing high-frequency signal from 
50 kHz to 30 MHz; 

• frequency of sounding with test acoustic signals in 
accordance with [5]; 

• sound pressure level of 70 dB which corresponds to 
loud speech [6-8]. 

4 Conclusion 

According to the results of the studies, the susceptibility of 
the indicated HFI interference operators was not identified. 
This may be due to: 

• small amplitude (power) of the probing signal at the 
output of the high-frequency generator; 

• attenuation of the signal in the cable (taking into 
account its length); 

• the minimum acceptable signal-to-noise ratio at the 
input of the receiving device (its sensitivity); 

• possible absorption (scattering) of the energy of the 
probing signal inside the NG; 

• the fact that a high-pass filter is installed on the 
power transmission line; 

• the mismatch of the input terminals of the power 
supply cable NG with a line of 220 V (from the 
position of the electromagnetic wave) in a very 
significant degree of high frequency. 

The first three reasons can be excluded, taking into 
account that the power of the probing signal was set 
independently, and the distance to connect the monitoring 
equipment from the NG is minimal. 

In the fourth embodiment, it can be assumed that there 
was a mismatch of the NG terminal with the power supply 
line to some extent. Therefore, part of the energy should be 
reflected, and the other to get into NG. This part has 
penetrated into the NG, and could cause the appearance of 
LCH due to the HFI. However, due to the absorption or 
dissipation of the energy of the probing signal in the nodes, 
blocks, circuits and components of NG, its reflection back 
to the terminals did not occur. 

In the fifth version, the manufacturer provided 
protection of the NG from information leakage due to the 
HFI. However, this option is unlikely, since the product 
description does not provide such information. 

In the sixth case, the electromagnetic wave is almost 
completely reflected from the terminal back to the power 
line. The maximum possible energy of the probing signal is 
returned to the control device. In this case, the 
electromagnetic energy does not penetrate into the NG, the 
modulation of the probe signal is not carried out, and 
accordingly, the LCH due to the HFI is not formed. 

In conclusion, I would like to note that the main purpose 
of the NG is to protect information from its leakage due to 
EMI. However, despite the quality of the electromagnetic 
noise generated by the NG and all its effectiveness as a 
means of protecting information, they should not be a source 
of information leakage. 
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