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Abstract  

Several classical algorithms for generation the recurrent chaotic sequences are observed and discussed in the framework of cryptographic 
usage for learning purposes. 
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1 Introduction 

Information hiding technologies must be treated as the 
important tool for different tasks in the contemporary world. 
Traditional encryption/decryptions techniques (for example 
AES, DES-3, IDEA) are oriented for data transmission 
between the correspondents, otherwise, the usage of digital 
multimedia requires the new approach for security. In that 
case, chaotic encryption systems are useful for solving 
problems related to authorisation, copyright [1]. 

This work is devoted to the observing the most popular 
number generation techniques in information systems, 
where chaotic sequences play the role of cryptographic keys. 

2 Overview 

Generation of chaotic sequences is grounded on the 
‘randomness’ behaviour. Two criteria are very important in 
order to estimate the ‘quality’ of sequence: uniform 
distribution and independence [2]. Uniform distribution 
allows controlling the sequence behaviour. Occurrence of 
each state with the same or approximately the same 
frequency must be realized for all sequences.  Independence 
could be titled as a sophisticated parameter, some sort of the 
‘state of art’: no one sequence value can be generated from 
the other values. Unpredictability of the sequence members 
could be distinguished using following criterion: each 
number must be statistically independent of neighbour 
numbers and generally of other numbers.  

Logistic growth model is known as the simplest model 
of a discrete chaos. In the middle of XIX century, population 
growth was studied by Pierre Verhulst [3]. Nowadays, 
logistic map could be titled as the simplest system for 
describing the chaos as a determined system in recurrent 
form. For t=0,1,2,… sequence xt represents the current value 
related to the certain state, xt∈(0;1), and r represents the 
system parameter: 

. (1) 

Figure 1 represents the one-dimensional chaotic distribution 
xt, when t varies from 0 to 500 with step 1. Detail description 
of solutions of Verhulst equation in differential and discrete 
form is presented in [4]. Also, two-dimensional dynamic 
system described by Duffing’s equation [5] could be used 

for number generation. 
In [6], several recurrent routines for generation purposes 

are proposed: 

, (2) 

, (3) 
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where r represents the system parameter in interval (0÷0.5), 
and xt∈(-1;1). 
One-dimensional chaotic sequences are vulnerable to 
attacks of the phase space reconstruction [6]. According to 
this circumstance, additional routines were used. Equations 
(2), (3), (4) represent the chaotic sequences with logistic 
map [3], cubic map [7] and Chebyshev map [8] respectively.  

 
FIGURE 1 Distribution of xt  , t∈[0;500], r=4.0, according to (1) 

In [7], properties of sequences generated by cubic 
equation were described, where a represents the system 
parameter in interval 0 < a ≤ 4: 

. (5) 

In [8], novel image encryption algorithm based on two 
generators is presented. Algorithm consisting of two parts 
(Chebyshev map based as well as rotation equation based) 
demonstrates an excellent level of security. Rotation 
equations are presented below: 

, (6) 
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where θ=2 and a=2.8.  
In [9], an idea of linear congruential generators was 

proposed firstly. Sequence is described by following 
equation: 

, (9) 

where m>0 represents modulus, c represents increment in 

the range 0 ≤ c < m, initial value x0 must be selected from 
interval 0 ≤ x0 < m. It is necessary to point out, that selection 
of values for a, c, m is critical for generation of statistically 
independent numbers. 

3 Conclusion 

Several techniques for number generation could be used in 
order to receive the statistically independent number 
sequences like chaotic [2]. Statistical tests allow estimating 
the quality of generated sequence in order to avoid the 
predictability [8]. 
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