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Abstract 

The paper describes the algorithm of forming digital signature scheme (DS) on the basis of nonpositional polynomial notations (NPNs). 
Application of NPNs can improve cryptographic strength of the cryptosystems. 
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1 Introduction 

In the security systems of information exchange to protect 
data during transmission and data exchange between states 
the cryptographic encryption systems and digital signature 
(DS) are used. Due to the widespread use many aspects of 
the theory and practice of digital signatures with the public 
key in the class of RSA, ECDSA transformations currently 
extensively researched. 

2 Overview of the study area 

The basics of public-key cryptography have been nominated 
Whitfield Diffie, Martin Hellman and were first introduced 
in [1]. So the method of public-key cryptosystems has found 
application in the field of DS applications. In contrast to the 
asymmetric (public key cryptosystems) encryption algo-
rithms, where encryption performed by using the public key 
and decryption - with a private, in the asymmetric digital 
signature scheme the signing performed by using the private 
key and the signature verification - using public key. The 
public key DS systems include three processes: the gene-
ration of the key pair for signature and verification, digital 
signature generation and verification of signatures. 

With the appearance of new mathematical methods and a 
substantial increase in productivity of cryptographic systems, 
the question of cryptographic strength of these algorithms is 
appears. To improve cryptographic strength of cryptographic 
systems developers increase the size of the system-wide para-
meters for these algorithms. Therefore, an important problem 
is to find the cryptographic transformation that would increa-
se the cryptographic strength of the algorithm. 

Purpose of work is to develop and research the algo-

rithms of asymmetric digital signature system based on non-
positional polynomial notations (NPNs). Synonyms of 
NPNs - residual number systems (RNS), polynomial RNS 
and modular arithmetic. 

This paper considers the modified algorithm of DS sche-
me with the public key based on the DSA digital signature 
algorithm and NPNS [2-4]. Application NPNs can improve 
the cryptographic strength and efficiency of cryptographic 
algorithms and reduce the key length. Cryptographic algo-
rithms and methods that are based on NPNs, called uncon-
ventional modular or nonpositional [3-4]. In the classical 
residual number systems (RNS) as base system positive 
integers are chosen, and the positive integer is represented 
by their residues by dividing by the system bases [5]. 
Building of RNS based on the using of "Chinese remainder 
theorem". According to this theorem, the representation of 
number as a sequence of residues is unique, if the bases are 
prime pairwise with each other. In contrast to the classical 
RNS, where the bases are the prime numbers in NPSS bases 
are irreducible polynomials over GF (2) [5-6]. 

3 Conclusions 

The theoretical significance of the research is to develop a 
new model of asymmetric DS. As the Republic of Kazakhstan 
is actively integrating into the global information community, 
the works on the development of cryptographic protection of 
information are relevant. The digital signature scheme with 
the public key, the use of NPNs will improve the crypto-
graphic strength of algorithm and increase the efficiency of 
computing in the developed algorithm. The application of 
NPNs allows creating effective cryptographic measures of 
increased reliability of the transmitted information.
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