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Abstract  

The method to solve the task of maintaining the security of the computers under Windows XP operating system after Microsoft has ended 
the support of Windows XP was developed by installing a so-called freezing software. The analysis of the consequences of Windows XP 
operating system support discontinuation was performed for LDz company. The proposed solution is not only financially advantageous 
but also increases the product life of the used operating system. The unique work environment was created that satisfies both the 
management and the end users. 
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1 Introduction 

In the case when automatic updates for Windows XP, which 
have provided the security of the computer became no 
longer available the problems of the security and stability of 
the computers used by LDz have arisen as over 100,000 of 
its computers might become a suitable environment for the 
propagation of the viruses, spyware, and malware. There 
compatibility issues of the hardware and software at LDz. 
LDz widely uses Clipper type applications that require DOS 
operating. Windows XP is necessary to provide the correct 
performance of such software. 

2 General 

Several possible variants of the software were considered to 
solve this task: Faronics Deep Freeze, Shadow Defender, 
Horizon DataSys RollBack. Considering the correlation of 
functionality – price – quality Faronics Deep Freeze product 
was chosen. The comparative specifications were received 
from the developers of the given solutions. 

Deep Freeze is an application of the operating system at 
the kernel level that protects the contents of the disk by 
freezing it or by saving the initial settings if the system on a 
specially created partition with the possibility to redirect or 
to resend all the changes of the working session from the 
frozen part into another storage, e.g. cloud, server, another 
HDD or unfrozen (Thawed) partition  of the sane computer. 
The frozen system itself returns to the initial state after the 
restart. Application allows IT administrators to ensure the 
security of the operating system and software without 
limiting the functionality. All the changes in data or settings 
will be virtual, and actual only during the current session 

even if these were performed by local/domain administrator. 
The main advantages of the Deep Freeze: 
 100% system restore after the restart; 
 100% security from the user or system error; 
 100% security from any external or internal threats 

(viruses etc.) 
 63% decrease if the load on the IT support staff. 
All instruments of the Faronics Deep Freeze system are 

available free of charge. The only expenses that should be 
paid using Deep Freeze in the corporative network is 
lifetime licence. [2] 

For the comfortable work of the user and keeping the 
ability to save data Data Igloo software usage jointly with 
Deep Freeze was proposed. The main objective of this 
application is to transfer the profile and user data into 
another storage. This application fulfils a so-called Data 
Redirection function [3]. This allows a user to save data in 
the unfrozen storage. 

3 Conclusion 

The implementation of the develop methodics has provided 
the following results:  

 The solution of the hardware and compatibility 
issues until Clipper type applications requiring DOS 
environment are used; 

 The solution of the security issues. 
It was shown that Deep Freeze and Data Igllo solve the 

global task of the computer technologies’ security not only 
for the outdated operating systems. The management 
already plans to use the possibilities of Deep Freeze ad Data 
Igloo for (24/7) work places under Windows 7 environment 
where the operational capability should be 100%. 
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